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Abstract—In most of the digital image watermarking schemes, it 
becomes a common practice to address security in terms of 
robustness, which is basically a norm in cryptography. Such 
consideration in developing and evaluation of a watermarking 
scheme may severely affect the performance and render the 
scheme ultimately unusable. This paper provides an explicit 
theoretical analysis towards watermarking security and 
robustness in figuring out the exact problem status from the 
literature. With the necessary hypotheses and analyses from 
technical perspective, we demonstrate the fundamental 
realization of the problem. Finally, some necessary 
recommendations are made for complete assessment of 
watermarking security and robustness. 
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I.  INTRODUCTION  
A. Background 
Watermarking schemes in their early days, building on the 
steganography or information hiding concept, were assumed to 
be secure if a watermark could not be seen (i.e., hidden) and 
could not be removed from audio-visual objects by common 
processing tools [1].  In digital image watermarking, the 
essence of such an assumption lies in two corrections: i) hiding 
the watermark in the cover image imperceptibly, and ii) its 
robustness to any kind of transforms. Addressing these two 
criteria in terms of fidelity (or imperceptibility) and robustness 
has become a common practice in digital image watermarking 
research, where it is assumed that they would satisfy the 
necessary security requirements. Thus, improving robustness 
with an acceptable fidelity underpins several watermarking 
schemes, for example [2-4]. In some application scenarios, this 
may be still valid, where there are no strict security 
requirements. 
However, the big-assumption – just mentioned, does not 
satisfy various security requirements of digital image 
watermarking in a number of applications. For example, 
copyright protection, content authentication, integrity control, 
and transaction tracking are some that gained much attention 
recently in the field. Each target application imposes different 
requirements in watermarking that result in variations in the 
underlying algorithms. These variations are often expected, 
although an inadequate assessment to those variations in 
requirements of different watermarking parameters aiming at a 
particular scenario can severely affect the watermarking 
performance. A good example in this context is robustness 
and security that we are particularly interested in and limit our 
attention to in this paper. 
B. Robustness and Security of Watermarking 
Digital watermarking is often considered to have three main 
components [5]. A watermark generator generates the desired 
watermark(s) for a particular application, which can optionally 
depend on some keys. An embedder embeds watermark(s) into 
the cover object (or host-signal), sometimes based on an 
embedding key. A detector is responsible for detecting the 
existence of the predefined/embedded watermark(s) in a cover 
object. It is sometimes desirable to extract a message as well. 
In this paper, we restrict our attention to this fundamental 
concept of watermarking in digital image applications, where 
the cover object or host signal is a digital image. 
Robustness is an important parameter for the watermarking 
detector defined in literature with different strength. For 
example, a watermarking scheme is defined as robust if the 
detector can successfully detect the watermark in the processed 
image[6]. The strength of such robustness depends on the 
definition of the processed image (i.e., how a watermarked 
image can be processed). In [7], robustness is referred to the 
ability to detect the watermark after common signal processing. 
Also, more precisely, robustness can be defined as the degree 
of resistance of a watermarking scheme to modifications of the 
host signal due to either common signal processing, or 
operations devised specifically in order to render the 
watermark undetectable [8]. Thus, robustness of watermarking 
is defined in different way addressing the detection ability for 
the modified or processed watermarked image. For robustness, 
how this modification is introduced (e.g., un-intentionally, or 
maliciously) is not the main question, rather it is important to 
define the processed image (e.g., in terms of processes) that 
causes a detection failure. 
On the hand, watermarking security is defined as the ability 
of the watermark(s) to withstand against different types of 
attacks. In watermarking terminology, an attack is any 
processing that may impair detection of the watermark or 
communication of the information conveyed by the watermark 
[9]. An active attack directly modifies the watermarked image, 
where passive attacks do not. Some active attacks thwart the 
watermarking system directly, and are often categorized as 
system attack. Therefore, irrespective of application scenario, it 
can be said that when security of watermarking addresses 
different types of attacks, robustness is concerned with various 
distortions. This observation fairly suggests a boundary for 
those two parameters; although ascertaining an explicit 
separation between them needs a clear understanding of their 
requirements, and finding further sources of confusion. 
In this paper, in order to ascertain an explicit boundary 
between robustness and security, we start with a 
comprehensive review to the original source of confusion that 
makes those two parameters in watermarking often intrusive. 
Therefore, Section II presents an insight to the status towards 
research to developing and evaluating various watermarking 
schemes, in both individual contributions and the general 
research trends. With the realization of robustness and security 
requirements for watermarking, Section III presents necessary 
hypotheses and their proofs. Section IV gives the possible 
directions to a framework for assessing the watermarking 
robustness and security. Conclusions are given in Section V. 
II. ROBUSTNESS AND SECURITY PROBLEMS IN DIGITAL 
WATERMARKING RESEARCH 
A. Problems in Individual Watermarking Scheme 
In various digital image applications, watermarking 
robustness and security are being addressed without much 
consideration of their individual requirements. Problems are 
found more alarming in their evaluation for benchmarking. In 
the early stage of watermarking, Nikolaidis and Pitas [10] 
presented a digital image watermarking scheme for copyright 
protection based on the data hiding concept that is immune to 
geometric distortions. In evaluating robustness of that scheme, 
only JPEG compression and low-pass filtering are considered. 
There is no clear indication on how the proposed scheme is 
secure to any hostile attacks and other security issues in 
copyright protection. Here, it can be noted that copyright 
protection is one of the main target applications for robust 
watermarking, where the range of hostile attacks is not limited 
to those that use only JPEG compression and low-pass 
filtering. On the other hand, Petitcolas et al. [11] identified the 
problem in improving watermarking robustness more clearly 
from concurrent studies showing that the robustness criteria 
used so far are often inadequate in watermarking or 
fingerprinting. They expressed their concern that even if a 
copyright marking system is robust against signal processing, 
bad engineering can provide other avenues of attacks. This 
certainly shows a limit for the robustness, where respective 
security matters come in. 
However, subsequent general practice in assessing 
watermarking robustness has not changed much. In an earlier 
fashion, Liu et al. [2] evaluated robustness of their proposed 
scheme to JPEG compression, filtering, and noise addition. 
Using modified Harris corner detector, Simitopoulos et al. [3] 
proposed an image watermarking scheme, where robustness is 
evaluated for geometric transformations, and thereby the 
scheme is expected to be secure against geometric attacks 
(rotation, scaling, and translation). Qi et al. [12] and Deng et al. 
[13] applied a similar approach to obtain the important feature 
points that are geometrically significant. Robustness of their 
schemes is also evaluated against geometric distortions and 
various common image-processing operations such as JPEG 
compression, filtering, enhancement, and quantization. There 
are many other watermarking techniques based on different 
principles [14, 15] for developing robustness, but most of them 
follows the similar perspective to robustness evaluation.  
In contrast, watermarking security considerations and 
assessment are often disregarded in the research literature. 
Specifically, attention is very limited where an adversary can 
produce an attacked image, which is noticeably similar to the 
valid watermarked or original image. To the security issues, 
however, Cayre et al. [16] theorize the watermarking security 
from a cryptanalysis point of view indicating the scarcity of a 
complete analysis of robust watermarking security. Furon [17] 
highlights the concerns of watermarking security with the help 
of some useful signal processing tools to hack watermarking 
schemes. This surely shows the pathway to an analysis of 
security problems in watermarking; however, more rigorous 
analyses are required for a specific application.  
Later, Li et al. [18] ascertained that due to lack of necessary 
security considerations in the design process, most of the 
proposed watermarking schemes fall short of achieving their 
intended goals even if their robustness problems were 
completely resolved. They suggested some threat models to 
addressing security requirements, and attack models for a few 
broad categories of watermarking applications. Wong and 
Memon [19] suggested a watermarking scheme, which they 
claim to be secure to the extent that the cryptography is 
believed to be secure. Some recent works address the security 
problems similarly in terms of deploying keys or cryptographic 
tools on top of watermarking, but many of them (e.g., [20, 21]) 
are lacking a complete security analysis (i.e., how a 
watermarking scheme can meet the security requirements in a 
target application) and security assessment (i.e., assessing how 
the watermarking can achieve the required security). We note 
that the security proof and the security assessment can have 
mostly the similar objectives, but they can be two different 
approaches for security considerations in the design and 
evaluation of a watermarking scheme respectively. 
B. General Research Trends to Robustness and Security 
Problems 
In order to identify the research trends and status in 
addressing robustness and security problems of watermarking, 
we survey the relevant published research articles. This gives 
the big-picture of the problem domain demonstrating the 
general interest in those two individual research directions.  
1) Literature Collection and Classification 
It is difficult to perfectly separate all the published research 
articles into the groups of our interest (i.e., robustness and 
security issues). However, to make the study manageable, six 
key databases have been considered that mostly cover the 
watermarking studies. They are IEEE Xplore, Compendex, 
Inspec, ScienceDirect, Scopus, and Web of Science. Firstly, 
relevant keywords have been used for searching articles on 
robustness, security, and on both of them in digital image 
watermarking from those databases. EndNote software is used 
to keep the collected materials and to de-duplicate them. 
Afterward, they have been again verified manually and de-
duplicated, since many duplicate entries were present after 
auto-de-duplication by the software.  
We reviewed the title and abstract of the primarily searched 
relevant articles in those databases to identify their research 
objectives; introductions and conclusions were occasionally 
reviewed for further clarification, where needed. According to 
the objectives, classification is made for the target groups. 
Articles that mainly address robustness of watermarking 
schemes have been moved to the robustness group. Similarly, 
materials that primarily focus on the security of digital image 
watermarking are kept in the security group. Articles that 
equally, more or less, address the robustness and security are 
counted for both groups. Finally, year-wise interpretation is 
made from the number of articles in each group. Since the 
publications for 2011 are still not finalised, we consider the 
articles for each group up to the year 2010.  
2) Significance of the Findings   
The trends and status of the watermarking research in two 
particular directions of robustness and security are illustrated in 
Fig. 1 in terms of yearly published articles over the last decade. 
Until 1998, the research in both directions was minimal. In the 
next few years, unlike security, robustness was relatively 
becoming much more significant in the field. As a result, the 
difference between them was growing noticeably. The 
difference became the maximum, when the robustness received 
an impulsive attention from the research community in 2003. 
However, in the following year, they became slightly closer, 
when security received a little more attention, but its 
counterpart lost that to a certain extent.  In next two years they 
maintained almost a constant gap, then again, robustness 
started gaining attention to its maximum in 2009, whereas, 
security was always relegated with respect to its counterpart in 
the following years.  
From the relative research trends in addressing 
watermarking robustness and security, attentions for the both in 
the community are comparatively increasing from the 
beginning. However, interestingly, the gap between those two 
is also increasing. This indicates the lack of interest in security 
with respect to the robustness in watermarking research, which 
further gives indication to the continuous influence of the 
primitive assumption that this paper begins with. Consequently, 
having similar significance in practice, more or less, they do 
not seem to be similarly addressed in the research that suggests 
a wrong perception on the security in watermarking context. 
All this become clearer if we review the evaluation of 
individual watermarking scheme as discussed earlier in this 
section. Although watermarking security is getting 
comparatively more attention recently, fundamental points of 
confusion with robustness have not been widely recognised yet. 
III. FUNDAMENTAL REALIZATION OF WATERMARKING 
SECURITY AND ROBUSTNESS 
We presume that the problem discussed so far, in 
watermarking security and robustness, stems from an improper 
realization of the target applications, and consideration on the 
applicable set of operations/tools and possible range of attacks. 
In this section, with the formulation of a key question in the 
problem domain, we present a theoretical analysis through 
devising necessary hypotheses and observations. 
A. Problem Domain 
The importance of security in watermarking has already 
been realized and a few authors tried to address that from 
different perspective of steganalysis [17, 22] or cryptanalysis 
[1, 16, 18] or, sometimes, using an information theoretic model 
[23]. However, the security of watermarking in a digital image 
application is not properly defined yet that results a usual 
practice to attain the required security in terms of achieving 
robustness, as discussed earlier. Hence, there is a primary 
question yet to be addressed: how much a robust watermark 
can be secure? In other words, how does the watermarking 
security vary in watermarks of different robustness? To answer 
this fundamental question, we are particularly interested to 
figure out: what does a watermark need to be secure against 
and robust to? are they correlated? if so, how much?  
B. Requirements for Robustness and Security 
From an image processing perspective and our earlier 
discussion, we start with considering robustness of a watermark 
as its ability to withstand any distortions. Similarly, the security 
of a watermark is considered as the ability to resist any hostile 
attacks that try to circumvent the system or to destroy the 
watermark’s purpose(s). In order to quantify the requirements 
of robustness, the most important point is to identify the 
specific processes that are likely to occur between embedding 
and detection. Generally, there are many processes that may 
help determine the robustness of multimedia watermarking. For 
example, lossy compression, digital to analogue conversion, 
analogue recording, re-recording, noise reduction, file 
conversion, rotation, contrast adjustment, half-toning, and so 
 
Figure 1. Yearly published articles in digital image watermarking to robustness and security problems. 
on. However, considering the digital image application 
scenario, the processes can be limited to those that can cause 
any distortions to a watermarked image. In contrast, defining 
the security requirements needs identifying the probable range 
of attacks.  
Hence, the requirements of security and robustness can be 
viewed from the attack and distortion space respectively. Fig. 
2(a) illustrates the correlations between attacks and distortions 
highlighting that both of them can void the watermark’s 
purpose(s). Some active attacks and all the passive attacks can 
void watermarking purpose directly, while other active attacks 
cause some sort of malicious distortions in doing that. Unlike 
any attack, applicable image/signal processing operations/ 
transforms, for example-image compression in transmission, 
may introduce unintentional distortions that can also destroy a 
valid watermark.  
C. Hypothesis and Observation 
We can define a requirement space, P for a digital image 
watermarking scheme, where two sub-sets, S and R  
represents the requirements for security and robustness 
respectively such that, PS  and PR  . This is shown in 
Fig. 2(b). It is clear that S and R  are derived from 
corresponding attack and distortion space as illustrated in Fig. 
2(a). It can be noted that different sets for requirements of other 
parameters may be present in the requirement space. However, 
we limit our attention to only that of robustness and security in 
demonstrating their correlation towards the question posed.  
Further, the set RSQ 

 represents the requirements 
that can be attainable by either S or R . Here, the problem is 
valid when S , and R . This means that if there is no 
security requirement for a watermarking scheme, there is no 
room for confusion with its counterpart, and vice versa. 
Besides, Fig. 2(a) suggests that RS   in the requirement 
space P , which means that the requirements of security and 
robustness are not equal, since not all attacks cause distortions.  
Further, there are some active attacks that cause distortions, for 
which, Q . With all these properties, we can easily show 
that neither S  nor R can be achieved by only attaining any 
one of them in a particular application. In order to demonstrate 
this correlation between S and R , we show for 
all S , R , RS  , and Q that the following are 
true: 
a) QS  , and  
b) SRR   
Here, QS   implies that the mutual requirements of 
watermarking security and robustness do not help attain the 
complete requirements of security. Besides, )( SRR   
indicates that if the requirements of robustness are completely 
attained, some parts of security requirements are inherently 
fulfilled. Therefore, from the both hypotheses,  we ascertain 
that if a non-empty set for security requirement exists, then 
that cannot be attained completely even by completely 
attaining the requirements of robustness in a particular 
application scenario or vice versa. This suggests that 
individual considerations on robustness and security are 
required both in developing and evaluating a watermarking 
scheme. 
IV. DIRECTIONS FOR WATERMARKING SECURITY AND 
ROBUSTNESS ASSESSMENT 
Developing an individual framework is necessary for 
digital image watermarking in order to evaluate the required 
robustness and security in a particular application. Robustness 
can be evaluated by the conventional approach provided that 
the set of all applicable processes are carefully considered. 
Particularly, one needs to take into account all the applicable 
image/signal processing techniques/transforms that cause 
distortions to assess the required degree of robustness in the 
application scenario. Similarly, for the required security, one 
needs to carefully consider different types of attacks that can 
thwart the watermarking objectives.  
If one develops a watermarking scheme robust enough to 
any distortions and assumes that the scheme would be secure 
against any attack, then from our earlier analyses, we can say 
that the scheme may be secure only against those attacks that 
cause malicious distortions. As illustrated in fig. 2(a), it is not 
necessary for all attacks to cause distortions to an attacked 
(watermarked) image in order to circumvent the watermarking 
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Figure 2. (a) Region and object of attacks and distortions in digital 
image watermarking. (b) Respective set of requirements for security 
against attacks, and robustness to distortions. 
purpose(s). Rather, an attacker can achieve the target without 
introducing any noticeable distortions, for example, keeping 
the attacked image perceptually similar to the 
original/watermarked image or, sometimes, without applying 
any processing directly on the image. These types of attacks on 
the scheme can be left unattended, if the security is only 
considered to be achieved in terms of robustness.  
After reviewing different types of attacks as discussed in 
[7], we outline the watermarking security in terms of attacks as 
shown in fig. 3. According to fig. 3 and our perception 
demonstrated in previous section, it can be stated that being 
completely robust, a watermarking scheme may be secure 
against various distortion attacks (marked as grey-shaded 
boxes) in the category of unauthorized removal. However, the 
scheme can still suffer various security problems from other 
active, passive and system attacks.  
In summary, an improper consideration on the requirements 
and incomplete assessment of those two parameters may lead 
to various eventual technical flaws and system vulnerabilities, 
and thus, security concerns may arise. Therefore, for both 
robustness and security, one should have thorough 
considerations on their requirements in developing and 
evaluating a watermarking technique for a particular 
application. Nevertheless, like those two parameters, all other 
system design and performance evaluation parameters are 
required to be identified, defined, and assessed properly during 
the design and development of the technique.  
V. CONCLUSIONS 
In this paper, we discussed and analysed a fundamental 
problem in the realization of watermarking security and 
robustness. We started with figuring out the problem status in 
various individual watermarking schemes developed so far. 
With the help of statistical analysis, we demonstrated the 
research status and general trends of those two particular 
directions in watermarking research. The analyses help realize 
that even having the similar importance, one parameter is 
receiving more attention than the other. Thus, the lesser 
attention to the security problems suggests the wrong 
perception on the watermarking security, which has been 
continuously influenced by the original assumption we 
discussed in the beginning of this paper.  
Moreover, in order to explore how addressing security 
requirements in terms of achieving robustness leads to an 
inadequate assessment for a digital image watermarking 
scheme, we posed a key question in the problem domain. A 
theoretical analysis is then presented considering respective set 
of requirements for security against attacks, and robustness to 
distortions. Thereby, we successfully demonstrated that neither 
security nor robustness can completely counteract each other. 
This realization imposes individual and careful considerations 
for the both parameters, not only in developing a watermarking 
scheme but also in its assessment to be complete. Finally, we 
presented some necessary directions to developing a complete 
framework for evaluating both parameters.  
We believe the realization, analyses, and directions 
presented in this paper will promote necessary awareness of 
robustness and security considerations in both developing and 
evaluating a watermarking schemes in future research. Since 
there is no existing general framework appropriate for a 
complete assessment of the parameters for our future work, we 
expect to develop such frameworks for the parameters in a 
digital image application. 
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